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Abstract

Biometric verification on e-ID cards requires clear proce-
dures and standards be defined, especially when the ac-
cess devices are anticipated to be produced commercial
companies. Turkish national e-ID card project has reached
the dissemination step. Now the commercial companies
are expected to produce and market e-ID card access de-
vices which will conduct secure electronic identity verifi-
cation functions. However, published standards specify-
ing e-ID card-access-device requirements are ambiguous
on biometric verification procedures. In this study, we in-
tended to attract scientific interest to the problems identi-
fied in the current design of biometric verification on Turk-
ish national e-ID cards and proposed several verification
alternatives which enables the production of e-ID card
access devices in a commercial-competition environment.
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I. INTRODUCTION

Electronic Identification Cards (e-ID) are getting prevalent in
most of the countries worldwide. Especially EU member coun-
tries are speeding up on the transition to e-ID, since the recog-
nition of e-IDs in EU member counties will be mandatory as of
29 September 2018 [1]. Turkey has started handling of national
e-ID cards to citizens in early 2017 and plans to complete initial
distribution until 2018 [2].

The motivations behind Turkish transition to e-ID cards are
listed as; [2]

- providing means for secure identity verification

- preventing citizens from unjust-treatment as a result
of identity fraud

- easing the access to e-government services

be used for travel document (for the destinations ex-
empt from visa)

- be used in e-signature process

- increasing the citizen satisfaction and service quality
in community services

- reducing the amount of financial loss due to the per-
sonal incompetency in identity

Turkish e-ID cards support three discrete identity verification
alternatives, namely visual, electronic and biometric verifica-
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tion methods. Hence, they should have secure and enough
number of evidences in order to assure these verification al-
ternatives.

On the other hand, secure card access devices needs to be
developed and produced, in order to have functional and
widespread usage of e-ID cards. Card access devices should
guarantee certain level of security and should support differ-
ent methods for identity verification. Additionally, for some
financial, maintenance and commercial reasons, they are pre-
ferred to be produced by the companies in the industry. So
that there is a strong requirement for descriptive, functional
and measurable standard specifications, since these devices
are expected to use e-ID cards which is developed and pro-
duced by the General Directorate of Civil Registration Services
and should guarantee certain security levels. In order to de-
sign and produce a compatible e-ID card access device, com-
panies need to know supported communication alternatives
by the e-ID card and the structure of the data which can be
accessed. Furthermore, companies should know the security
requirements to support the demanded security levels. With
the intention to meet these industry requirements, Turkish
Standards Institute published four standards explaining the
specifications for secure e-ID card access devices in 2013 and
updated in in 2017 [3,4,5,6]. Although, the physical and elec-
tronic specifications of the smart cards which are referred by
e-ID card access device standards are specified in another se-
ries of standards [7,8,9], they are not scrutinized in this study.

In secure e-ID access device specification standard series, there
are 11 identity verification alternatives listed [10]. Depending
on the assurance requirements of the application, the choice
in between these verification alternatives is expected to be
made by the verifier or be imposed by verification-policy serv-
er. Biometric data on e-ID is to be used in 3 out of 11 identi-
fication verification alternatives. Even though a passport-size
photograph of the card holder is stored in the e-ID card con-
tent, it is not referred as biometrics in the standard series, since
it is planned to be used only for visual verification alternatives.
These 3 biometric verification methods are named and listed
as follows in the standard series.

- Method 5: Verification on secure access device by us-
ing biometrics.

- Method 10: Verification on secure access device by
using PIN and biometrics.

« Method 11: Verification on secure access device by
using PIN, biometrics and photograph of the card holder.
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However 3 identity verification methods are defined in the
standards, the structure for the biometric data in the e-ID
card is not mentioned. Hence the device developers face a
compatibility problem in design.

In this study, we propose solution alternatives with a com-
parison on advantages and disadvantages for biometric
information storage and retrieval in e-ID cards. Because no
rationale is published on the effective policy requirements
in designing and in texting the standards, we interpret our
predictions as the reasoning.

1I. PRIVACY AND SECURITY CONSIDERATIONS

The design of Turkish national e-ID cards was conducted by
The Scientific and Technological Research Council of Turkey
(TUBITAK). Following the technological feasibility, functional-
ity, pilot usage and security studies, actual production and
dissemination of e-ID cards were commenced. Published
standards are one of several outcomes of these studies as
well. So that, the definitions, methods and specifications in
standards were assumed to be well studied and tested.

Apparently, e-ID cards are instruments with high privacy and
security requirements. The content of the card is strongly
private and sensible to exploitation. It goes without saying,
security and privacy considerations should take precedence
in e-ID card specifications.

In line with the specifications in current secure e-ID card-ac-
cess-device standards, we consider the rationale in not spec-
ifying the biometrics data structure and feature sets which
are used in Turkish national e-ID cards is the secrecy. Since
keeping these parameters secret, would bring significant
level of a support for the security of the biometric informa-
tion, without doubt, until those are discovered. Furthermore,
if biometric feature data are accessed then it is possible to
use them for malicious or fraudulent purposes either as fea-
ture data or by reproducing the biometric input from them.

Nevertheless, the most important security risk in biometrics
is their unsuitability for revocation and cancellation. In all of
the identification instruments used in security domain, bi-
ometrics has the hardest problem in cancellation and rev-
ocation. It is typically easy to cancel or revoke passwords,
tokens or digital-certificates when needed. But it is not the
case for the biometrics. It is impractical for one to revoke his
finger-print and change to a new alternative. This character-
istics increases the privacy and security requirements for the
biometrics. Anyhow, people have limited number but static
biometric information. One can change his password, token
or digital-certificate to any one he chooses from a theoreti-
cally infinite alternative pool. But for the biometrics, options
are limited especially for hand and retina vein maps.

1ll. PROBLEMS WITH THE CURRENT DESIGN

Turkish national e-ID card access devices should meet a set
of security requirements, such as blocking the remote ac-
cess, keeping specific event/user logs and being temper re-
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sistant etc. In order to certify whether the devices meet these
requirements, they are obliged to Common Criteria (CC)
tests with a predefined protection profile [11]. In short, e-ID
card access devices should be secure and resistant to a set
of predefined security attacks. By their specification, they are
bind to use an embedded cryptographic smart card (referred
as Secure Access Module-GEM) to store security sensitive
data such as private keys, signature certificates and perform
several security operations such as authentication, signing
etc. Secure Access Modules are planned to be provided by
TUBITAK following the CC certification.

In all 3 identity verification methods that are specified by the
standards, biometric verification is planned to be conducted
either on e-ID access device or in biometric sensor. Although
implementing one way of the verification is adequate for
meeting the standards, both ways are supported. However,
these biometric verification alternatives are problematic
from the point of card access device production.

If the producer opts for on-device verification alternative
then the data structure and feature notation of the biom-
etrics should be known by the designer. Since, with the
purpose of verifying the identity, the device is supposed to
compare the scanned biometrics with the biometric data
which is read from e-ID card, assuming proper access rights
such as PIN and/or certificates are provided. Nevertheless,
the data structure and the feature notation used in e-ID card
for biometrics is not published. This means e-ID card access
device producers will not be able to develop a verification
system running on the device.

On the other hand, if the producer opts for verification on
biometric sensor, then acquiring a sensor which can process
biometric-data with the structure used in e-ID cards will be
needed. As it is with the previous option, without the knowl-
edge of the data structure used in e-ID cards, acquiring a
proper sensor is problematic.

Moreover, cancellation or revocation of biometric data is
not supported with the current verification and usage. Even
though biometric data is problematic in cancellation and
revocation processes, there can be several algorithmic alter-
natives to support these procedures as well.

IV. PROPOSED ALTERNATIVES TO BIOMETRICS STORAGE
AND PROCESSING

We are quite aware of the fact that finding a solution that
would solve all the listed problems without bringing about
new ones is not realistic. However, in this study, we wanted
to list several alternatives that can be commercially imple-
mented and produced by no additional security risks but
with some functionality and processing degradation. In brief,
we focused on commercially productivity of e-ID card access
devices. Below the alternatives for biometric verification of
e-ID card-holder are listed with some basic explanations on
each of them. In the next section, advantages and disadvan-
tages (additional requirements) are given to help in compari-
son and decision making.
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A.Alternative 1: Verification on a remote server

In this alternative, biometric verification will be conducted
on a government-controlled server. E-ID access devices will
transmit citizen (or card identity) along with the scanned bi-
ometrics without processing (as a digital image) to a secure
biometrics-verification server and receive the verification re-
sult. No biometrics will be stored on e-ID card. Access device
and the sensor do not need to process biometrics.

B.Alternative 2: Encrypted storage of biometrics

This alternative requires the knowledge of biometric data
structure. However getting access to the biometrics will ne-
cessitate another security step other than PIN. For the en-
cryption a symmetric key which is encrypted by card-hold-
er's public-key may be utilized for computation convenience,
otherwise encrypting biometrics by the public-key can be
an option. This encryption will enable an indirect cancella-
tion and revocation of biometrics when public-private keys
are updated.

C. Alternative 3: Provision of a dynamic library

A dynamic library code can be provided by the government
agency (namely TUBITAK) to process the biometrics and run
verification algorithm to the access device producers. In this
alternative, biometric data structure used in e-ID cards does
not need to be known by the access device producers and
several types of sensor data formats and biometric features
can be supported. Biometrics storage structure and verifica-
tion details will be hidden to access device producers. The
dynamic library can be stored and run on the Secure Access
Module (GEM) card or otherwise on access device itself.

D.Alternative 4: Biometric hash usage

A combination of alternative 1 and 2 with some modifica-
tions can be used in e-ID biometric verification process. In
this alternative biometric data structure is publicly shared
with the access device producers, so that access devices can
verify the scanned biometrics. But a central validity check is
introduced to the process steps with a minimum network
and communication overhead. For central verification a hash
of the biometric data on e-ID card is to be transmitted to a
government controlled validation server and validity result
is received. This mode of operation enable the cancellation
and revocation of biometrics.

V. COMPARISON OF THE ALTERNATIVES

As we have mention in the previous section each biometric
verification algorithm has its own advantages and disadvan-
tages. In this section we list the advantages and disadvan-
tages of the current and proposed mode of operations in
biometrics verification by using e-ID cards.

A.Current running mode
Advantages;

« Local verification of biometrics

« No need for a network connection

+ No need for a central service

« Biometric data storage structure s hidden from ac-
cess devices
Disadvantages

« Access devices cannot be produced by commercial
companies without sharing the biometric data and verifica-
tion algorithm specifications

« Biometrics cannot be cancelled or revoked

- Parameters for sensor acquisition is not set. Suitable
sensors cannot be acquired.

« Commercial competition is not supported among
access device producers
B.Alternative 1
Advantages

« No need to sore biometrics on e-ID cards

+ No need to share biometrics storage structure

+ No need to share the verification algorithm specifi-
cations

« Sensor specifications can be shared with a minimum
set of requirements

«+ Cancellation and revocation of the biometrics are
enabled

+ Access devices can be produced by commercial
companies

« Supports commercial competition among access
device producers
Disadvantages

« No local biometric verification

+ Requires a secure central high performance service

« Requires a network connection
C.Alternative 2
Advantages

- Biometric storage structure can be shared

+ Getting access to biometrics requires an additional
security procedure

- Fraudulent usage risk of biometrics is reduced, espe-
cially without existence e-ID card

- Local biometric verification
- No need for a network connection
- No need for a central service

- Sensor specifications can be shared with a minimum
set of requirements

« Cancellation and revocation of the biometrics are
enabled by the change of encryption key

« Access devices can be produced by commercial
companies
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« Supports commercial competition among access
device producers

Disadvantages

« Requires a decryption step in biometric verification
process

« Biometric storage structure will be revealed

« Verification algorithm specifications should be pub-
lished

D.Alternative 3
Advantages
« Biometric storage structure is hidden
« Verification algorithm specifications is hidden
+ Local biometric verification
« No need for a network connection
« No need for a central service

« Sensor specifications can be shared with a minimum
set of requirements

« Access devices can be produced by commercial
companies

« Supports commercial competition among access
device producers

Disadvantages

« Requires a dynamic library and communication
parameters be developed

+ Requires secure and reliable distribution of dynamic
library

- Additional measures are needed to enable
cancellation and revocation of biometric data
E.Alternative 4
Advantages

«+ Cancellation and revocation of the biometrics are
enabled by the usage of central verification server

Disadvantages

+ Biometric data structure will be revealed

+ Verification algorithm specifications should be
published

- Requires a secure central verification service

+ No local verification
. Requires a network connection

VI. CONCLUSIONS

Developing secure e-ID card is not always a simple process.
It necessitates a series of critical decisions to be made, tests
to be conducted and production to be coordinated. Tur-
key is about the end of her transition to national e-ID card
usage. Distribution of e-ID cards to citizens started in 2017
aside from some previous and local pilot studies. At the cur-
rent step, commercial production of e-ID card access devices
are anticipated, following the standards publication. But this
step is not problematic with the current design of usage

which is specified in the standards.

The most important problem in the current specifications is
in the biometric verification process, since the ambiguity in
this process blocs the production of secure e-ID access de-
vices. In this study, we proposed 4 alternatives for the biom-
etric verification process on e-ID cards. Our focus is to enable
the production of access devices while enabling commercial
competition. We have listed our proposed mode of opera-
tions with their respective advantages and disadvantages.

We fairly admire the existence of several administrative, fi-
nancial and technical constraints. In this kind and size of a
projects firm constrains are generally inevitable. However,
the current running mode as it is depicted in the standard se-
ries does not enable commercial development of the Turkish
national e-ID card secure access devices. With the intention
to attract focus on the problem and provide several plausi-
ble solutions we have conducted this research. Excluding the
other possible considerations, from a technical perspective,
our evaluation points to alternative 3 for a plausible solution.
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